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Welcome to CyberBlueSOC

Your Complete Security Operations Center

CyberBlueSOC transforms your Ubuntu machine into a SOC Blue Team LAB in less than an hour - with the
same enterprise tools used by Security Operations Centers and Blue Team Labs.
No complexity . No licenses

What You Get:
e Enterprise SIEM platform (Wazuh)
¢ DFIR - EDR Endpoint investigation (Velociraptor)
e Incident response platform (TheHive & Cortex)
e Security automation (Shuffle)
e Attacks Simulation (Caldera)
e 250,000+ threat indicators (MISP)
e Network forensics tools (Arkime, Wireshark)
e + additional professional tools

e Beautiful web portal - no password required

All Categories
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The Problem It Solves

Traditional security tool deployment:
e Takes weeks to configure
e Requires licenses
e Toolsdon't integrate

e Endless troubleshooting

CyberBlueSOC makes it:
e About 30-minute setup
e Using open-source

e integrated & Works out-of-the-box.

Who This Is For

e Security Students - Build job-ready skills SOC Analysts - Practice with real tools

e Career Changers » Get hands-on experience IT Professionals > Add security
expertise
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Your 15+ Security Tools
SIEM & Monitoring:
* Wazuh - Enterprise SIEM dashboard
«  Suricata - Network intrusion detection
+ EveBox - Real-time security events
Digital Forensics:

+ Velociraptor - Endpoint investigation

« Arkime - Network traffic analysis

«  Wireshark - Protocol analyzer
Threat Intelligence:

«  MISP - 250,000+ threat indicators

« MITRE ATT&CK - Threat modeling
Incident Response:

+ TheHive - Case management

+ Cortex - Artifact analysis

+  Shuffle - Security automation
Attacks Simulations

+ Caldera - Adversary emulation
Utilities:

+ CyberChef - Data analysis

* Fleet - Endpoint management

« Portainer - Container management
Threat Hunting:

*  YARA - 523+ malware detection rules

+ Sigma - 3,047+ SIEM detection rules

7
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Quick Installation

Simple Commands:

Installation Commands

git clone https://github.com/CyberBlu3s/CyberBlue.git
cd CyberBlue

chmod +x cyberblue_install.sh

./cyberblue_install.sh

That's itl The installer runs completely automatically for 30-45 minutes.

System Requirements
CPU:8+cores(Intel/AMDx86_64)
RAM:16GB minimum

Disk:150GB+ SSD 0S: Ubuntu22.04+

Runs on: - VMware - VirtualBox - Cloud VMs (AWS) - etc

Installation Process

The fully automated installer handles everything:

Phase 1 (10-15 min): System setup
* Installing Docker & Docker Compose
+  Configuring 8GB swap space
« Installing YARA (523+ rules) & Sigma (3,047+ rules)
+  System optimizations

Phase 2 (15-20 min): Deployment
«  Building 30+ containers
+  Configuring networks and Generating SSL certificates
+ Downloading agent binaries

Phase 3 (5-10 min): Configuration
+ Enabling auto-start on reboot

«  Final health checks

¥ Grab a coffee and watch the automated installation!
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Your CyberBlueSOC Portal

Instant Access - No Password!
After installation, simply open your

browser: https://YOUR_SERVER_IP:5443

You’ll see a security warning about the certificate. This is normal for lab environments.Click
Advanced—Proceed (safe in your isolated lab)

No login required! The portal opens directly - perfect for quick lab access.

Portal Interface Overview
Your portal has 5 main tabs visible at the top:
1. Tools Tab (Default view)
* Manage all 15+ security tools
+ Start/Stop/Restart controls

 View credentials for each tool

CyberBlueSOC

Al Status All Categories

@ IP:5219.15664

DFIR

Regularly audit user access an
permissions

BEST PRACTICE

Figure 1. CyberBlueSOC Dashboard
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2. Agents Tab
+ Deploy Velociraptor to Windows/Linux/macOS

* Deploy Wazuh agents

«  Start network captures with Arkime

Agent Deployment Center

[} Velociraptor . X Shuffle Automations

¥ 14Tool Integrations <& Workflow Templates

Caldera Sandcat

@Windows Alinux & macOS
A Authorized Use Only!

= Click for deployment

Figure 2: CyberBlueSOC Agents Deployment Dashboard

3. Intel Tab
« Search 200,000+ threat indicators
* Query IPs, domains, hashes
+  View MISP statistics

° Seerecent threat events

Threat Intelligence Hub

10C Search

125.40.145.43 Q Search MISP

2 View in MISP

MISP Statistics Threat Feeds

© Recent Threat Events

URLhaus 10Cs for 2025-05-20

] #

Figure 3: CyberBlueSOC Intel Dashboard

10



%S Tools

»

Pattern-based threat hunting

Total Rules

Last Update:

Never

CyberBlueSOC
Rules Tab
Browse 523 YARA malware rules
Browse 3,047 Sigma detection rules
View rule content

Copy rules to clipboard

& Intel © Rules & Metrics

YARA Malware Detection ° Sigma Detecti

Universal SIEM signatures

Version
Total Rules

maldocs: 20 exploit kits: 11 deprecated: 66 | capabilities: 1 linux: 206 macos: 69 windows: 2338 cloud: 269 | application: 63

i= Browse Rules i= Browse Rules

CPU Usage

22.7%

& Container Status Overview

cyberchef
fleet-redis
misp-mail

opensearch-init

&

Figure 4: CyberBlueSOC Rules Dashboard
Metrics Tab
System performance dashboard
Container health monitoring
Network statistics

Recent events

« Visual grid showing all 30+ containers

&8 Disk Usage

26.8%

© Security Categories
caldera cortex cyber-blue-portal

elasticsearch fleet-mysql

fleet-server misp-core misp-db

MANAGEMENT
misp-modules misp-redis mitre-navigator

openvas

Figure 5: CyberBlueSOC Metrics Dashboard

11
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Tool Cards Explained

Each security tool appears as a card with:

Header: Tool name + Category badge (SIEM/DFIR/CTI/SOAR)
Status: Green "Up X minutes” or Red "Stopped”

Description: What the tool does

Controals:

*+ Open - Launch tool in new tab

+  Credentials - Show login info popup
. - Detailed information
. / Restart / Stop - Management buttons

The main dashboard displays multiple tool cards in a clean grid layout, each showing real-time
status and instant access controls.

. 0 tools selected

Q Velociraptor [ ] &2 Wazuh Dashboard siEm [ ] 23 Shuffle soar [ ]

Digital Forensics and Incident Response platform for
live endpoint forensics and threat hunting.

@ Up 10 minutes | @ Optimal
‘ [ Open © Info ‘

‘ P Start H C' Restart

M CyberChef utiLity e

Cyber Swiss Army Knife for data analysis, encoding,
decoding, and forensics operations.

@ Up 10 minutes (health: starting) = @ Optimal
O Info

‘ P Start H C' Restart

SIEM dashboard for log analysis, alerting, and
security monitoring with Kibana-style interface.

@ Up 10 minutes = @ Optimal
[ Open ‘ © Info

P Start ‘ ‘ C' Restart

¢ TheHive soaR [ ]

Incident Response and Case Management platform
for security operations teams.
@ Up 10 minutes = @ Optimal

@ Info

P Start ‘ ‘ C' Restart

Figure 6: Tools Cards

Security automation and orchestration platform for
building, testing, and deploying security workflows.

@ Up 10 minutes = @ Optimal
[ Open ‘ ‘ © Info

P Start H C Restart |

|Q' Cortex SOAR (]

Automated threat analysis platform with analyzers
for TheHive integration.

@ Up 10 minutes = @ Optimal

[ Open ‘ ‘ © Info

P Start H C' Restart ‘
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Viewing Tool Credentials

Click the Credentials button on any tool card to see a popup with:
« Access URL (with copy button)
* Username and password

. Container status

# Tool Credentials
Username: admin -
Password: SecretPassword -

Access URL: https://52.1 1:7001 -

Figure 7: Tools Credentials

Viewing Tool Information
Click the Information button to see more details about the container status, Access, and quick
start guide.

©® Wazuh Dashboard Information

© Overview

Description: SIEM dashboard for log analysis, alerting, and security monitoring with Kibana-style interface.
Category: SIEM

Port:

Protocol:

& Container Status
Status: | running
Uptime: Up 15 minutes
Container Name:

Image:

AP Access Information
URL:
Username:

Password:

© Quick Start

To access this tool:

1. Ensure the container is running (status should be “running”)

Figure 8: Tools Information feature




Tool Access Guide

All Your Tools (No Portal Password!)

Portal has no authentication- just open and use!
https://YOUR _IP:5443 — Direct access to dashboard

Complete Tool List

Tool URL Credentials
CyberBlueSOC Portal  https://IP:5443 No password!
Velociraptor https://IP:7000 admin / cyberblue

Wazuh https://IP:7001 admin / SecretPassword
Shuffle https://IP:7002 admin / password

MISP https.//IP:7003 admin@admin.test / admin
CyberChef http://IP:7004 No auth

TheHive http://IP:7005 admin@thehivelocal / secret
Cortex http://IP:7006 admin / cyberbluel23

Fleet http://IP:7007 Setup on first use

Arkime http://IP:7008 admin / admin

Caldera http://IP:7009 red /blue: cyberblue
Wireshark https://IP:7099 admin / cyberblue
ATT&CK Navigator http://IP:7013 No auth

EveBox http://IP:7015 No auth

Portainer https:.//IP.9443 admin / cyberbluel23

Replace IP with your server’s IP address from installation

CyberBlueSOC
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Verify the Access to Tools

Velociraptor (EDR/DFIR)

Home
Hunt
View

Serve

noxo ||

Serve

Noteb:

Users

@ Docum

Q

Manager

Artifacts

r Events

r Artifacts

ooks
elociraptor!
board
dfacts
int packages
ient MSI
+ Collector
I

entation

at in the search bar above.

o)

5

)

e View Server Configuration

« Inspect Server Audit Log
e Manage Server Secrets

« Manage Velociraptor Users

e Customize this welcome screen

o Debug_the server

ack to this welcome screen by clicking the little green reptile above!

view keyboard hotkeys.

Wazuh (SIEM)

Figure 9: Velociraptor WebUI

W.

o)
b

Overview

AGENTS SUMMARY

@ Active (1)

@ Disconnected (0)

ENDPOINT SECURITY

Configuration Assessment

Scan your assets as part of a configuration assessment
audit.

File Integrity Monitoring

Alerts related to file changes, including permissions,
content, ownership, and attributes.

SECURITY OPERATIONS

PCIDSS

Global security standard for entities that process,
store, or transmit payment cardholder data.

HIPAA

Health Insurance Portability and Accountability Act of
1996 (HIPAA) provides data privacy and security
provisions for safeguarding medical information.

M

B

Critical severity

0

Rule level 15 or higher

Malware Detection

Check indicators of compromise triggered by malware
infections or cyberattacks.

GDPR

General Data Protection Regulation (GDPR) sets
quidelines for processing of personal data

NIST 800-53

National Institute of Standards and Technology Special
Publication 800-53 (NIST 800-53) sets guidelines for
federal information systems.

High severity

Rule level 12 to 14

fo}

Q@

LAST 24 HOURS ALERTS

Medium severity

2,638

Rule level 7 to 11

THREAT INTELLIGENCE

Threat Hunting

Browse through your security alerts, identifying issues
and threats in your environment.

MITRE ATT&CK

Explore security alerts mapped to adversary tactics
and techniques for better threat understanding.

CLOUD SECURITY

Docker

Monitor and collect the activity from Docker containers
such as creation, running, starting, stopping or pausing
events.

Google Cloud

Security events related to your Google Cloud Platform
services, collected directly via GCP APL

Low severity

1,525

Rule level 0 to 6

(O Vulnerability Detection

Discover what applications in your environment are
affected by well-known vulnerabiities.

aws  Amazon Web Services
NS)

Security events related to your Amazon AWS services,
collected directly via AWS API

@ GitHub

Monitoring events from audit logs of your GitHub

Figure 10: Wazuh WebUI




Shuffle (SOAR)

Usecases

ctrls

itomate Your selected apps:

* Usecases
- Workflows
* Apps
Content

[ Documentation

B Admin

2. Enrich

Email Management

%) Internal Enrichment

Search SIEM (Sigma)

Automate Threathunt

Book a Demo

default

A admin

Figure 11: Shuffle WebUI

MISP (Threat Intel)

Date 2025-05-20
Merge attributes from. Threat Level — Medium
Analysis Ongoing
Unpubiish
Distribution

I0<

[ 2025-10-1202:28:04

All communities

Run Ad-Hoc Workflow Published

Download as. #Attributes. 3514 (375 Objects)

Firstrecorded change  2025-05-20 00:01:03

nt to Collection
Last change 20250521 00:03:08
Modification map

Sightings

—Pivots —Galaxy +Eventgraph +Eventtimeline <+ Correlation graph +Galaxy matrix =+Event reports —Aftributes —Discussion

0(0)- estricted to own organisation only.

Galaxies

O Datet

Context  Category Typ Value

O 20250520 21e..84alB Payload delivery url http:/1219.167.238. 210:33 1114

) 20250520 €45..34a @ Payload delivery url hitpi/117.235.124.22:38988/bin.sh

Memory Analysis (Volati

Tags

[ B2bic v |
[ mps %]
Q wou

(o [T+ 1
_ elf %" x
Qe

Scopetoggle~  WDeleted  Decayscore @ Context %" Related Tags Y Fitering fool ]| ¥ Expand all Objects & Gollapse all Aftibutes.

Galaxies

Choose a template tailored to your automation requirements, ready for immediate use.

EDR To Ticket

External Historical

Search EDR (OSQuery)

Search I0Cs (loc-Finder)

IDS & IPS

2 27 next» viewal

Comment Correlate

Malware distribution site Q

Malware distribution ste Q

Related Events Feed hits  IDS

CyberBlueSOC 16

SIEM To Ticket

Sandbox

Search Emails (Sublime)

Search Files (Yara)

Honeypot Access

Sightings  Activity Actions

O0F LA I-a |
(010/0)

Distribution

Inherit

Inherit aRF oEZW

(0/010)

Figure 12: MISP WebUI
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CyberChef (Utility: Swiss Army Knife)

Download CyberChef #
Operations
Search...
Favourites

To Base64

From Base64

To Hex

From Hex

To Hexdump

From Hexdump
URL Decode
Regular expression
Entropy

Fork

Magic

Data format
Encryption / Encoding
Public Key
Arithmetic / Logic
Networking
Language

Utils

Date / Time
Extractors
[Compression

Mlaching

Last build: 2 months ago

Base64 is a notation for encoding ~ Oma Input
arbitrary byte data using a restricted set

of symbols that can be conveniently

used by humans and processed by

computers.

This operation encodes raw data into an
ASCII Base64 string.

e.g. hello becomes aGvsbGa=

Base64 5 on Wikipedia

e 0

Output

STEP

m Auto Bake
0

Figure 13: CyberChef WebUI

TheHive (Case Management)

A 2dmin

Organisations

Ed

o

Users

[El Knowledge base

4

Entities Management

R Platform Management

Entities Management
[ Profiles

+ | | defautt

Name 4

admin

analyst

org-admin

read-only

@ Custom Fields

@ Observable Types

& Casestatus ‘& Alertstatus [ Analyzertemplates  © Taxonomies @ Attack Patterns

Permissions
mpl i CustomField it manageUser

accessTheHiveFS o o o P hangeOwnershi c i

Caseldelets eopen Caselupdate CaseReport e t CustomEvent o Observable
manageTask

accessTheHiveFS o P o P h hi c: i
/delet g . eopen C: dat CaseReport C ol geC: t i CustomEvent.

X7 bservable :gePag g manageTag  manageTask  manageUser

No permissions

Figure 14: TheHive WebUI)




- CyberBlueSOC 18

Cortex (The Hive observables Analyzer)

L C)

Organizations (1)

Status Organization
cortex
#
Default organization
50/page v
TheHive Project 2016-2025, AGPL-V3 Version: 3.2.0-1

Figure 15: Cortex WebUI

Fleet (Device Management - Osquery)

Hosts Controls Software Queries Policies
cyberblue
Platform: All v

19 9 (] =
0 0 0 0 0 0

macOs Windows Linux Chrome0S ios iPados Android

o3

%0 &

Total hosts

Welcome to Fleet Learn how to use Fleet
Add your personal device to assess the security of your device. Want to explore Fleet's features? Learn how to ask questions about your device using queries.
In Fleet, laptops, workstations, and servers are referred to as "hosts." Learn how to use Fleet —>

Activity Manage automations

@ cyberblue edited a query using fleetctl.

4 days ago

@ cyberblue successfully logged in.
4 days

Figure 16: FleetDM WebUI
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Arkime (packet capturing)

essions SPlView SPICraph Connections Hunt Files Stats History Settings Users

Sea

Last week Start  2025/10/09 01:11:47 M M| End 2025/10/16 01:11:47 K M | Bounding Last Packet Interval  Auto 7 days
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Figure 17: Arkime WebUI

MITRE Caldera (adversary emulation)

3 abilities X  operations X  adversaries X  schedules X  agents X

CALDERA 0 Agents 0 Operations 31 Adversaries

.

adversaries
operations

schedules
Manage Abilties - Manage Adversaries >

Manage Agents Manage Operations
# pLU

compass

fieldmanual Server

Your Caldera instance is running at

response

sandcat

stockpile

training
© CONFIGURATION

settings
fact sources
objectives
contacts
exfilled files
payloads

8

Figure 18: MITRE Caldera WebUI
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EveBox (Suricata alert and event management)
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Figure 19: EveBox WebUI

Wireshark (Network Analysis)
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Figure 20: Wireshark WebUI
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ATT&CK Navigator (ATT&CK matrices)
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Figure 21: MITRE ATT&CK Navigator WebUI
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Figure 22: Portainer WebUI
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Deploying Agents
Agent Deployment Center

See the following Screenshot for Agents tab showing all deployment options

The Agents tab provides one-click deployment packages for:

Velociraptor (DFIR Agent)

1. Download pre-configured packages for:

+  Windows (velociraptor-windows.exe)

+  Linux (velociraptor-linux)

+  macOSs Intel (velociraptor-macos-intel)

+  macOS ARM (velociraptor-macos-arm)

2. Install on target endpoint using the installation guide in the package.

3. Agent auto-connects to your server!

3¢ Tools F £ Agents O Intel L & Metrics

Agent Deployment Center

Deploy pre-configured security agents to your endpoints. Download co packag onfigurations

Velociraptor Configuration

1 Enter Your Server IP Address

10.0.0.20

2 Select Operating System

Windows macOS (Intel) macOS (M1/M2)

3 Download Complete Package

“ & Download Windows Package

@ Important: Make sure the required port is accessible from your endpoints. Port 8000 (agent communication) Extract the ZIP package and follow instructions included in
the package

Figure 23: Velociraptor Agent Deployment
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Wazuh (SIEM Agent)
The following screenshot shows the configuration wizard Steps:

1. Enter your server IP (e.g. 10.0.0.20)

2. Select OS: Windows / Ubuntu-Debian / RHEL-CentOS

3. Click "Download Windows Package” (or Linux/macOS)

4. Install on target endpoint using the installation guide in the package.
)

Agent auto-connects to your server!

S Tools F Agents & Intel © Rules & Metrics

loyment Center

ed securi

Wazuh Configuration

1 Enter Your Server IP Address

10.0.0.20

2 Select Operating System

Windows Linux (Ubuntu/Debian) Linux (RHEL/CentOS)

3 Download Complete Package

& Download Linux (Ubuntu/Debian) Package

¥

@ Important: Make sure the required port is accessible from your endpoints. Port 1514 (agent enrollment) Extract the ZIP package and follow instructions included in the
package.

Figure 24: Wazuh Agent Deployment
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Arkime Network Capture (PCAP)
1. Select Arkime PCAP from the Agents tab
2. Select the Capture duration and start capturing traffic

3. Open in Arkime to see the captured packets

S Tools ' £ Agents & Intel © Rules | Metrics

h binaries and configu

Network Traffic Capture
Capture Duration

1 min 30 min

» Start Capture

4

>_ Pro Tip: You can also capture from command line:

mﬁng.. 0:42 remaining

Figure 25: Arkime PCAP Generator
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Threat Intelligence

IOC Search Interface
See the following creenshot Intel tab with search and results
Search 250,000+ threat indicators instantly:

Search for:
a. [IP addresses
b. Domain names
c. File hashes (MD5, SHA1, SHA256)
d. URLs

Test buttons included:
e. Test: IP (pre-loaded malicious IP)
f.  Test: Domain (example domain)

g. Test: Hash (malware hash)

3% Tools 8 Agents F & Intel © Rules & Metrics

Threat Intelligence Hub

Search I0Cs, view threat feeds, and access intelligence from MISP

10C Search

125.40.145.43 Q Search MISP

@ Found 1 match(es) in MISP

URLhaus 10Cs for 2025-05-20 (2 View in MISP

Type: ip-dst

Value:

Category: Payload delivery
EventID: 1

Figure 26: MISP 10C Search
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MISP Statistics Dashboard

Visible in the following screenshot

Live metrics:

h. 20 Events - Threat Event groups/campaigns

i. 260k+ Attributes - Individual IOCs
j. 4 Active Feeds - Auto-updating sources

Click "Open MISP Dashboard” for full threat intelligence interface.
MISP Statistics Threat Feeds

Last sync: Just now
Attributes

>_ Pro Tip: Configure feeds manually:

© Recent Threat Events

URLhaus 10Cs for 2025-05-20

Figure 27: MISP statistics
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Detection Rules

YARA Malware Detection
See the following Screenshots, Complete rules browser interface

523 rules across categories:

Category Rules
Mmalware 363
deprecated 66
maldocs 20
exploit_kits 11
packers 0
webshells O
cve_rules 14
crypto 1

& YARA Rules Browser

antidebug_antivm maldocs exploit_kits

1 rules 20 rules

deprecated capabilities

66 rules 1 rules

cve_rules webshells

rules 9 rules

malware mobile_malware

363 rules 0 rules

packers

6 rules

Figure 28: YARA Rules Categories browser



The following screenshot shows the YARA
categories as clickable tiles.

Browsing rules:

& YARA Rules Browser

‘ € Back to Categories ‘

malware (363 rules)

Rule File

wimmie.yar

MALW_Sayad.yar

RANSOM_Satana.yar

MALW_ATMPot.yar

RAT_Terminator.yar

MALW_Miancha.yar

APT_TradeSecret.yar

MALW_Spora.yar

W_Urausy.yar

APT_Hikit.yar

RAT_Gholee.yar

MALW_Miscelanea_Linux.yar

CyberBlueSOC 28

browser with a red-themed interface displaying all

Actions

Figure 29: YARA Rules Browser

Viewing rule content:

& MALW_Wimmie.yar
Path
/opt/yara-rules/malware/MALW_Wimmie.yar
18KB

/*

This Yara ruleset is under the GNU-GPLv2 license (http://www.gnu.org/licenses/gpl-2.@.html) and open to any user or organization, as

long as you use it under this license.

*/

import "p
rule WimmieShellcode

{

: Wimmie Family

meta:
description = "Wimmie code features”
author = “"Seth Hardy"
last_modified = "2014-07-17"
strings:
// decryption loop

$ = { 49 30 24 39 83 F9 @0 77 F7 8D 3D 4D 10 40 8@ B9 oC 83 @@ ee }

$xordecrypt = {B9 B4 1D @@ @@ [8] 49 30 24 39 83 F9 @@ }

condition:
any of them

Close

Copy to Clipboar

Figure 30: YARA Rule Content



Sigma Detection Rules

3,047 rules for multiple platforms:

Platform Rules
windows 2,338
cloud 269
linux 206
Mmacos 89
application 63
network 47
web 45

The following screenshots shows the Sigma browser with a blue-themed interface. The next
Screenshot displays cloud- specific rules like aws_enum_buckets.yml for detecting bucket

enumeration attacks on AWS CloudTrail.

& Sigma Rules Browser

compliance

3 rules

Figure 31: Sigma Rules Categories

aws_enum_buckets.yml

Path

application
les

/opt/sigma-rules/rules/cloud/aws/cloudtrail/aws_enum_buckets.yml

Size: 1.09 KB

windows

category

7 rules

CyberBlueSOC

title: Potential Bucket Enumeration on AWS
id: f3@5fd62-beca-47da-ad95-7690a0620084
related:
- id: 4723218f-2048-41f6-bcb@-417f2d784f61
type: similar
status: test
description: Looks for potential enumeration of AWS buckets via ListBuckets.
references:
- https://github.com/Lifka/hacking-resources/blob/c2ae355d381bdec9feb32c4ead@49f44e5b1573F/cloud-hacking-cheat-sheets.md
- https://jamesonhacking.blogspot.com/2026/12/pivoting-to-private-aws-s3-buckets.html
- https://securitycafe.ro/2022/12/14/aws-enumeration-part-ii-practical-enumeration/
author: Christopher Peacock @securepeacock, SCYTHE @scythe_io
date: 2023-01-06
modified: 2024-07-10
tags:
- attack.discovery
- attack.t158e
- attack.t1619
logsource:
product: aws
service: cloudtrail
detection:
selection:
eventSource: 's3.amazonaws.com®

‘ ® Copy to Clipboard

Figure 32: Sigma Rule Content

Close
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System Monitoring

Metrics Dashboard
See the following Screenshot: Complete system metrics interface
Four key performance gauges:
+ CPU Usage: Real-time processor utilization
*+  Memory Usage: RAM consumption monitoring
« Disk Usage: Storage space tracking
* Network I/O: Total data transfer
Container Status Grid:
Visual overview of all 30+ containers:
*  Green = Running healthy
* Red = Stopped

« Each container shows hame and uptime

S Tools £ Agents 4 Intel © Rules ‘ &2 Metrics

CPU Usage Memory Usage & Disk Usage a5 Network I/O

16.6% 70.2% 27.4% 10GB

& Container Status Overview © Security Categories

arkime caldera cyber-blue-portal

Up 2 hours Up 2 hours > 2 hours p 2 hours (health: starting]

cyberchef elasticsearch fleet-mysql
Up 2 hours (health: starting Up 2 hours Up 2 hours

IDS

fleet-redis fleet-server misp-core By 1t
ools health

Up 2 hour Up 2 hours Up 2 hours (healthy

MANAGEMENT 1

misp-mail misp-modules misp-redis mitre-navigator 2/2 tools health

Up 2 hours Up 2 hours (health Up 2 hours (health p 2 hours

openvas os01 portainer

Up 2 hours (health: starting; Up 2 hours p

Figure 33: CyberBlueSOC Metrics Dashboard
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Troubleshooting

All tools stopped?
Jforce-start.sh

Check logs:

sudo docker logs [container-name]

Restart specific tool:

sudo docker-compose restart [service-name]

Get back to the following full troubleshooting guide:
https://qgithub.com/cyberbluds/CyberBlue/blob/main/docs/TROUBLESHOOTING.md

Quick Reference

Essential Commands

# Check all containers
sudo docker ps

# Restart all services
sudo docker-compose restart

# Emergency restart
J/force-start.sh

# Update threat feeds
bash misp/configure-threat-feeds.sh

System Locations

YARA Rules: /opt/yara-rules/
Sigma Rules: /opt/sigma-rules/
Project: ~/CyberBlue/


https://github.com/cyberblu3s/CyberBlue/blob/main/docs/TROUBLESHOOTING.md

Common Issues & Solutions

Reference: Get back to the following full troubleshooting guide:

CyberBlueSOC

https://github.com/cyberblu3s/CyberBlue/blob/main/docs/ TROUBLESHOOTING.md

Installation Problems

Port Already in Use

Problem: Error message: "bind: address already in use”

Solution:

# Find what's using the port
sudo Isof -i :7001

# Kill the process
sudo Kill -9 [PID]

# OR change port in docker-compose.ymi

Out of Disk Space

Docker

Problem: "no space left on device”

Solution:

# Check space
df -h

# Clean Docker
sudo docker system prune -a -f

# Remove old images
sudo docker image prune -a -f

Permission Denied

Problem: “permission denied while connecting to Docker daemon”

Solution:

# Add user to docker group
sudo usermod -aG docker $USER

# Re-login or run:
newgrp docker

# \erify
docker ps

32


https://github.com/cyberblu3s/CyberBlue/blob/main/docs/TROUBLESHOOTING.md
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Runtime Issues
Container Keeps Restarting
Problem: Container shows "Restarting” status

Solution:
# Check logs

sudo docker logs [container-name]

# Common fixes:

# 1 Memory issue - check swap
free -h swapon
--show

# 2. Config error - restart container
sudo docker-compose restart [container-name]

# 3. Dependency issue - restart all
Jforce-start.sh

Portal Not Loading
Problem: Can't access https://IP:5443

Solution:

# Check portal container
sudo docker ps | grep portal

# Restart portal
sudo docker-compose restart portal

# Check logs
sudo docker logs cyber-blue-portal

# Verify port not blocked
sudo ss -tulpn | grep 5443



Tool Shows "Stopped”

Problem: Tool card shows red "Stopped” status

CyberBlueSOC
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Quick Fix: - Click green "Start” button on tool card - Wait 30 seconds - Refresh page

If that doesn't work:

sudo docker-compose restart [service-name]

Performance Issues
High Memory Usage
Problem: System using >90% memory

Solutions:

# Check memory
free -h

# Restart memory-heavy services

sudo docker-compose restart wazuh-indexer
sudo docker-compose restart shuffle-opensearch

# Add more swap if needed
sudo fallocate -1 16G /swapfile2
sudo chmod 600 /swapfile2

sudo mkswap /swapfile2
sudo swapon /swapfile2

Slow Portal Response

Problem: Portal feels sluggish

Solutions: 1. Check container count:

sudo docker ps | wc - # Should be 30+
2. Restart Docker:
Jforce-start.sh

3. Check system resources in Metrics tab
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MISP Issues

No Threat Indicators Problem: MISP shows O attributes

Solution:

# Manual feed sync
cd ~/CyberBlue
bash misp/configure-threat-feeds.sh

# Check logs
tail -f /var/log/misp-feed-sync.log

# Wait 10-15 minutes for download

Can't Login to MISP
Problem: MISP requires password change
Solution:

# Already configured - use: # admin@admin.test / admin
# If still issues, reset:
cd ~/CyberBlue

pash force-create-misp-admin.sh

Network Issues
Suricata Not Capturing Problem: EveBox shows no events
Solution:

# Update network interface
cd ~/CyberBlue

Jupdate-network-interface.sh --restart-suricata
# Verify interface

ip route | grep default
# Check Suricata logs

sudo docker logs suricata


mailto:admin@admin.test
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Can't Access Tools from Remote
Problem: Tools work on localhost but not from other computers
Solution:

# Check firewall (for cloud deployments) # AWS: Update Security Group
# Azure: Update Network Security Group # GCP: Update Firewall Rules

# For Ubuntu UFW:
sudo ufw allow 5443/tcp

sudo ufw allow 7000:7099/tcp
sudo ufw allow 9443/tcp

sudo ufw enable

CyberBlueSOC!

Your SOC & Blue team journey can starts now!
Happy hunting!

CyberBlueSOC v10 - Educational Use Only - MIT License
https://github.com/cyberblu3s/CyberBlue



